Although the origins of information warfare lie in the defense of critical computer systems, defensive information warfare (DIW) per se has advanced little beyond rudimentary information security (Infosec). Although Infosec is an integral part of any military organization's operations, it falls far short of meeting the needs for active defense of critical command-and-control (C2) computer networks against a sophisticated adversary. By looking at defensive military strategies such as defensive fire, defensive maneuver, and defense in depth, some insights can be made into the nature of IW and defensive strategies. This paper reexamines DIW by discussing the potential permutations of the IW threat and proposing a new mindset for DIW that draws on these operational concepts from military history.
